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IP Address Management Can be Simple 

• The spreadsheet   

• Disconnected from network 

• No visibility into DNS, DHCP  
 

• Infoblox advantages 

• Comprehensive  view of network 

• Central, role based administration 

• Full integration with Microsoft 

 

• Business advantages   

• Offer agility and features to solve 
complex network issues 

• Reduce network operational costs  
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Infoblox IP Address Management 
Single View and All IP Data at Your Fingertips  



Rich IP Address Management 

• View & control of DNS, DHCP IP address data 

• Central management, auditing and reporting 

• Address history tracking – address status 

• Network Templates and Network Map 

• GUI based workflow approvals 

• APIs for 3rd party integration  

• Discovery and Wizards 

• Extensible Attributes 
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Administration (Net Map) 
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IPv6 Management 
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Allocation (IP Map) 
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Network Discovery 
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Extensible Attributes and Smart Folders 



Infoblox DDI and Grid  

Agentless Management of Microsoft 

DNS/DHCP & Full AD Integration 

Cloud Orchestration 

Integration (VMware, 

BMC) 

Virtualization 

VMware 

Integration 

Microsoft DNS, DHCP 

 

Branch Office 

Reporting  

Server Integrated 

Advanced Reporting 

Engine 

Edge Network/ 

Remote Offices 

Branch Office 

Branch Office 

Branch Office 

HQ Grid 

Master 

Grid Master 

@Recovery 

Site 

Patented Grid Technology: 

Central Management,  Authoritative DB 

Virtualization & Cloud  

Integration 

All Centrally Managed as ONE System 



Windows Server 2012 IPAM 

• Microsoft’s IPAM functionality in Windows 
Server 2012 lacks many enterprise-grade 
features 

• No central management, MMC or PowerShell 
required to configure DNS/DHCP services 

• No IPAM automation for common tasks 

• Discovery limited to AD attached servers 

• No global search 

• No reports 
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Inconsistent UI 

• The UI is a mixture of new UI for IPAM … 

• Old MMC for configuration … 

• And one through PowerShell 
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103 DHCP cmdlets 

10 IPAM cmdlets 

17 DNS Client cmdlets 



Microsoft Lacks DHCP Fingerprinting 

• Infoblox provides IT staff, through DHCP 
Fingerprinting, the ability to identify mobile and 
static Devices and Operating systems connecting to 
the Network 

• Through the use of DHCP Fingerprinting 
• Access to the Corporate network can be based upon BYOD device type 

• Provide visibility into what devices are connecting to the network 

• Microsoft does not have this option with their 
product 
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Network Insight – Improve  
Agility and Reduce Risk  

 

 

 

 

Network Insight’s 

intelligent IPAM 

integrates near real-time 

infrastructure device 

data with IP address 

management  

 

 

 

 

The collection and 

correlation of the  

data provides  

unprecedented visibility – 

the better the data the 

better the decision 

 

 

 

 

Validate designs, 

effectively provision, 

troubleshoot, detect and 

isolate rogue devices, 

errors, visualize 

unmanaged devices  

and networks 

GATHER ANALYZE TAKE ACTION 
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Network Insight in the Grid 

Device Tab 

 

Network device data is 

integrated into IPAM 

 

Know what your 

infrastructure devices 

are by vendor, model, 

OS version, etc. 
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Visibility into all configured networks 

IPAM view automatically 

indicates managed and 

unmanaged networks 

(highlighted in yellow) 

 

From the IPAM view select 

a network and view the 

infrastructure devices 

located on that network  
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Find & Remediate Potential  
Security Breaches 

Physically Locate a MAC Address 

Uncover Rogue Devices 

Find & Investigate Suspicious VLANs 
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Capacity Planning Support 
Knowing what you have means knowing what you need 

“The effort necessary to track down open ports on a remote switch is so daunting 

it’s easier to just buy another switch” – Anonymous network admin 



APT / Botnet Malware Requires a 
New Approach 

• Existing security approaches  
do not effectively address 
malware that exploits DNS. 
Examples:  

• Malware repacks to avoid signature-based detection 

• Botnet controllers typically change URLs dynamically 
to circumvent Web Filters 

• Botnet controllers change IP addresses / use other 
techniques to circumvent Firewalls 
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Introducing Infoblox DNS Firewall 
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Malware Data Feed 

from Infoblox 
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2014 –  DNS Threat is Significant 

• Attacks against DNS infrastructure are growing 

• DNS-specific attacks up 200% in 2013 

• ICMP, SYN, UDP attacks growing significantly too 
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Source: Arbor Networks 
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The Solution - Infoblox Advanced 
DNS Protection  

Unique Detection and Mitigation 

 Intelligently distinguishes legitimate DNS traffic from 

attack traffic like DDoS, DNS exploits, tunneling 

 Mitigates attacks by dropping malicious traffic and 

responding to legitimate DNS requests 

Centralized Visibility 

 Centralized view of all attacks happening across the 

network through detailed reports 

 Intelligence needed to take action 

Ongoing Protection Against Evolving Threats 

 Regular automatic threat-rule updates based on 

threat analysis and research 

 Helps mitigate attacks sooner vs. waiting for patch 

updates 
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Fully Integrated into Infoblox Grid 
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Summary 

• There is more to IPAM now than simply 
replacing your spreadsheets 

• IPAM + DNS/DHCP Integration 

• MS DNS/DHCP Integration 

• Network Insight 

• DNS Firewall 

• Advanced DNS Protection 

• But you can start with just IPAM and grow the 
solution to fit your needs 
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Next steps 

• Contact us to discuss your requirements 

• Request an on-site demo or evaluation 

• Engage us to define a deployment approach 

• Contact: 

• Paul Roberts 

• paul@callevanetworks.com 

• Tel: 0118 902 6622 

• Visit us: www.callevanetworks.com 
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